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ABSTRACT

Recently, design reuse has emerged as a dominant integrated sys-
tem design and integration paradigm. However, the intellectual
property (IP) business model is vulnerable to a number of poten-
tially devastating obstructions, such as misappropriation and intel-
lectual property fraud. We propose a new method for IP protec-
tion (IPP) which facilitates design watermarking at the combina-
tional logic synthesis level. We developed protocols for embed-
ding designer- and/or tool-specific information into a logic net-
work while performing multi-level logic minimization and tech-
nology mapping. We demonstrate that the difficulty of erasing
author’s signature or finding another signature in the synthesized
design can be made arbitrarily computationally difficult. We also
developed a statistical method which enables us to establish the
strength of the proof of authorship. The watermarking method has
been tested on a standard set of real-life benchmarks where ex-
ceptionally high probability of authorship has been achieved with
negligible overhead in solution quality.

1. INTRODUCTION

The complexity of modern system synthesis as well as shortened
time-to-market has resulted in design reuse as a predominant sys-
tem development paradigm. The new core development strategies
have affected the business model of virtually all VLSI CAD and
semiconductor companies. For example, recently, a number of
companies have consolidated their efforts towards developing off-
the-shelf programmable or application-specific cores (e.g. ARM,
LSI Logic). Moreover, it has been estimated that more than half
of all ASICs in year 2000 will contain at least one core [Tuc97].
To overcome the difficulties in core-based system design, the Vir-
tual Socket Initiative Alliance has identified six technologies cru-
cial for enabling effective design reuse: system verification, mixed
signal design integration, standardized on-chip bus, manufacturing
related test, system-level design, and intellectual property protec-
tion [VSI97].

We have developed the first approach for IPP which facilitates
design watermarking at the combinational logic synthesis level.
The watermark, a designer- and/or tool-specific information, is
embedded into the logic network of a design at a preprocessing
step (as shown in Figure 1). The watermark is encoded as a set of
design constraints which do not exist in the original specification.
The constraints are uniquely dependent upon author’s signature.
Upon imposing these constraints to the original logic network, a
new input is generated which has the same functionality and con-
tains user-specific information. The application of the synthesis
algorithm results in a solution which satisfies both the original and
constrained input. Proof of authorship is based upon the fact that
the likelihood that another application returns a solution to both the
original and constrained input is exceptionally small. The devel-
oped watermarking technique is transparent to the synthesis step
and can be used in synergy with an arbitrary logic synthesis tool.
We demonstrate that the developed IPP approach can be used to:

e Prove authorship of the design at levels of abstraction equal
or lower than logic synthesis. Existence of a user-specific

signature in the solution of a multi-level optimization or
technology mapping problem clearly identifies the author of
the input design specification (initial input logic network).

e Protect the synthesis tool. The signature of the tool devel-
oper, embedded in logic synthesis solutions, clearly indi-
cates the origin of the synthesis tool.

The added constraints result in a synthesis trade-off. The more
additional constraints, the stronger the proof of authorship, and
the higher probability of quality overhead for the logic synthesis
solution.
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Figure 1: Watermarking logic synthesis solutions transparently to
the applied algorithm.

The developed protocols for watermarking solutions of combi-
national logic synthesis are exactly along the requirements identi-
fied in the Strawman [VSI97] proposal of the Development Work-
ing Group on Intellectual Property Protection. The recognized
desiderata reflects: functionality and timing preservation, trans-
parency to already complex design and verification process, low
overhead, provision of a strong and undeniable proof of author-
ship, flexibility of protection levels with respect to a variety of
overhead costs, and persistence. The removal of the embedded
watermark should result in a task of the difficulty equal to com-
plete repetition of the specified optimization. In addition to the
stated VSl intellectual protection requirements, our approach also
provides proportional protection of all parts of the design. We used
a set of industrial-strength designs to evaluate the effect of water-
marking on the degradation of solution quality. The conducted ex-
periments demonstrated that watermarking in many cases did not
induce any performance nor area overhead.

The problem of effective protection of intellectual property in
the competitive EDA environment has been addressed at the level
of physical design [Kah98] and behavioral specification [Hon98].
In this paper, we present the first techniques for watermarking at
the logic synthesis level. Embedding signatures into a design at
this level has advantages over corresponding efforts at the higher
and lower levels of the design process. Firstly, watermarking a be-
havioral specification often does not exhibit sufficient potential for
embedding large signatures which are crucial for high authorship
credibility. Physical layout should not be an exclusive domain for
watermarking because in that case only the solution to the physical
design is protected.



1.1. Motivational Example

We introduce the intellectual property protection approach for logic
synthesis solutions and the intuition behind the data hiding proto-
cols by embedding a signature into the solution of a simple library
binding example. Consider a six-input single-output logic network
depicted in Figure 2(a). The network consists of eleven gates. The
goal of the optimization approach is to map the network to as few
as possible cells from the library given in Figure 2(c). Finding an
optimum solution to the technology mapping problem is NP-hard
[deM94]. In this simple example, the optimum cover uses six cells.
In addition, the cardinality |.S| of the set S of all possible solutions
is |S| = 49. We obtained this result by performing exhaustive so-
lution enumeration. Assuming that the probability of a particular
mapping containment in a solution is uniform, the likelihood that
a specific optimization algorithm ALG: returns exactly the same

solution as another challenging algorithm ALG» corresponds to
1 1

The goal of the watermarking approach is to embed additional
constraints, which uniquely correspond to the author’s signature,
into the problem specification. The added constraints force that the
final solution can be retrieved only within a subset S;,,; of the set
S of all solutions to the original logic network specification. In that
case, the proof of authorship will be as strong as the probability p
that a random solution is retrieved from Sy, i.e. p = %

Consider the following simple protocol for embedding con-
straints. As shown in Figure 2(a), the nodes (gates) of the net-
work are uniquely identified. The user-specific data, supposed to
be augmented into the solution, is a set V of non-redundant num-
bers. The cardinality of this set is equal to the number of gates
in the network. We impose constraints to the problem specifica-
tion by assigning nodes (the outputs of gates) that have identifiers
equivalent to the numbers in the set, to be primary outputs (pseudo-
primary outputs in the specification used as input to the synthesis
tool). This action poses that the restricted gates have outputs visi-
ble in the final library binding. This causality is independent upon
the applied library binding algorithm.

For example, assume that the encoded message is {3, 8}. By
following the afore described protocol, we obtain a constrained
logic network shown in Figure 2(b). The constrained network can
be still solved using six standard cells. However, there exists a set
Ss.s of only four solutions of minimal cell cardinality. Therefore,
an algorithm applied to this restricted network has to retrieve one
of these four solutions. The probability that another algorithm ap-
plied to the initial problem specification returns a solution from

S35 is equal to p = 'Séls' = 4. This probability demonstrates
the strength of the proof of authorship. Note, that this example has
rather small solution space. As shown in the experimentations,
real-life examples have much larger potential for embedding in-
formation with little or no loss of solution quality. In these cases,
the achieved strengths of authorship are well beyond accidental
coincidence.

In general, in order to evaluate the efficacy of any IPP scheme,
the following questions have to be answered. How strong is the
proof of authorship with respect to the amount of hidden informa-
tion? How much overhead in the solution quality is incurred by
a watermark of particular cardinality? How easy is to remove the
IP protection? According to the applied protection protocol, how
easy is to find someone else’s signature in a particular solution? In
this paper we answer these questions for the developed watermark-
ing protocols for multi-level logic minimization and technology
mapping.
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Figure 2: An example of watermarking technology mapping solu-
tions.

2. RELATED WORK

In this section we summarize the literature in two related areas:
watermarking techniques and algorithms for combinational logic
synthesis tasks: multi-level logic minimization and technology
mapping.

Recently, watermarking of artifacts has received a great deal
of attention in the research community. The applications facil-
itating watermarking use the embedded data to track the usage
of a particular artifact. Such tracking effectively and inexpen-
sively enables pay-per-use applications and I-commerce of digi-
tal goods [Ben96a, Ber96]. There is a wide consensus that intel-
lectual property protection is the prime application of watermark-
ing. A variety of techniques have been proposed for hiding data in
still images [Ber96, Cox96]. Several techniques which exploit fre-
quency and time imperfection of the human auditory system have
been proposed for watermarking audio content [Ben96a, Cox96].
The AT&T research team developed a number of techniques for
watermarking text documents [Ber96]. The video-on-demand re-
search resulted in a suite of approaches for watermarking video
[Har97]. As explicitly stated, none of these techniques can be ap-
plied to watermark active intellectual property: designs or pro-
grams [Ber96]. Protocols for watermarking active IP have been
developed at the physical layout [Kah98] and behavioral specifi-
cation [Hon98] level. A routing-level approach for fingerprinting
FPGA digital designs has been introduced [Lac98]. It applies en-
crypted marks to the design in order to support identification of the



design origin and the original recipient.

Combinational logic synthesis has been thoroughly studied.
Detailed description of optimization problems and a good survey
of minimization techniques and existing non-commercial synthe-
sis frameworks is presented in [Mic94, Hac96]. The targets of
latest improvements in combinational logic synthesis are refined
covering algorithms [Cou92, Lia97, Gol97], optimizations on net-
works described using black boxes [Liu97], power optimization
[Nar97, Tiw96], etc. Similarly, the research activity in technology
mapping has been streamlined towards library- [Gav97, Ped96]
and LUT-targeted [Hua96, Con96a] algorithms.

Our approach is the first to define a set of protocols for in-
formation hiding into a design at the combinational logic synthe-
sis level. Such watermarking technique provides security against
sophisticated reverse engineering attacks [And98], enables con-
currently physical layout optimization of a purchased off-the-shelf
core and its protection, and exhibits greater potential for adding
larger amount of information than the behavioral synthesis water-
marking techniques.

3. PRELIMINARIES

In this section we briefly outline the definitions of problems solved
in multi-level logic minimization and technology mapping. Then
we build the foundation and set of desiderata for our IPP approach,
with a brief discussion of the enabled security properties.

3.1. Multi-level logic minimization

Many technology parameters drive the logic minimization pro-
cess towards multi-level logic networks. Such networks, besides
obeying the technology requirements, enable the synthesis tool to
exploit various minimization trade-offs. Common optimization
targets at this step in the logic synthesis are: area, critical path
[Bra87], power consumption [Tiw96], testability [Pom95], etc.

The input to a multi-level minimization process is a set of
Boolean onset and associated don’t-care functions applied to a set
of variables. With no loss of generality, we adopted that the input
to the multi-level minimization process is represented using a logic
network. The exact definition of a non-hierarchical combinational
logic network is given in [Mic94, Definition 8.2.1].

Given a multi-level logic network constructed using gates ex-
clusively from a given library, the goal of a multi-level logic min-
imization strategy is to find an equivalent quasi-alternate multi-
level representation of the input for which the set of targeted design
properties is optimal. A good survey of optimization strategies for
multi-level logic minimization is given in [Mic94, Hac96].

3.2. Technology mapping (cell-library binding)

In this step of logic synthesis, the output of the multi-level logic
minimization (a logic network) is mapped to a predefined cell li-
brary or a network of lookup tables (LUTs). The mapping is per-
formed in a way that the original network is partitioned into sub-
networks. The subnetworks are functionally equivalent to the set
of cells exclusively selected from a given cell library. The tool
developer and the user are considered with the logic abstraction
of the cell library and associated implementation parameters such
as area, delay, etc. The mapping is performed with respect to a
set of timing, area, and/or power consumption constraints and/or
minimization goals.

There exist two large classes of algorithms that target this set
of problems. The first one is Boolean class where the library
cells and the portion of network of interest are represented using
Boolean functions. A good survey of approaches from this class of

algorithms is given in [Ben97b]. The second class uses the struc-
tural properties of the input network. Such an algorithm facilitates
algebraic decompositions of the input logic network to generate a
new network of smaller gates (gate decomposition) and then cov-
ers it with cells or LUTSs. A good survey of techniques of this class
is presented in [Con96a, Mic94, Hac96].

3.3. The Watermarking Desiderata
Recently proposed, Strawman initiative [VS197] of the Develop-

ment Working group on Intellectual Property Protection calls for
the following desiderata for techniques which act as deterrents in
order to properly ensure the rights of the original designers:

e Functionality Preservation. Design-specific functional and
timing requirements should not be altered by the applica-
tion of IPP tools.

e Minimal Hassle. The technique should be fully transparent
to already complex design and verification process.

e Minimal Cost. Both the cost of applying the protection
technique and its hardware overhead should be as low as
possible.

e Enforceability. The technique should provide strong and
undeniable proof of authorship.

e Flexibility. The technique should enable a spectrum of pro-
tection levels which correspond to variable cost overheads.

e Persistence. The removal of the embedded watermark should
result in a task of the difficulty equal to the complete re-
design of the specified functionality.

In addition to the stated VSI intellectual protection require-
ments, our approach also provides proportional protection of all
parts of the design.

4. DESIGN WATERMARKING AT COMBINATIONAL
LOGIC SYNTHESIS LEVELS

We developed an IPP approach which enables the designer or tool
developer to embed a signature into the optimized design during
execution of several combinational logic synthesis tasks. The key
idea is to augment information into the initial specification of the
design in such a way that after one of compbinational synthesis
steps is applied, we have both functionally correct design as well
a proof that design is done by the designer and/or the tool.

The synthesis flow which employs watermarking of combi-
national logic synthesis solutions encompasses several phases il-
lustrated in Figure 3. The first three phases in the watermarking
approach are the same for both multi-level logic minimization and
technology mapping. In the first step, the gates in the initial logic
network specification are sorted using an industry specified stan-
dard. As a result of this procedure, each gate is assigned a unique
identifier. Next, the gate ordering is permuted in a way specific
to the designer’s or tool developer’s signature. For this purpose,
we use a keyed RSA one-way function to generate pseudo-random
bits [Men97] which guide the process of iterative gate selection. In
the next phase, the outputs of first K gates in the pseudo-random
permuted ordering are selected for explicit assignment to primary
outputs. In the case of technology mapping, this phase represents
the final phase in the watermarking protocol. If multi-level logic
minimization is performed, the generated pseudo-primary outputs
are used as inputs into an additional logic network which is em-
bedded into the initial design specification. This network is created
according to the author’s signature. After additionally constraining
the initial design specification, the optimization algorithms are ap-
plied to the constrained logic network. The result retrieved by the



synthesis algorithm satisfies both the initial and constrined design
specification. The proof of authorship is dependent upon the likeli-
hood that some other algorithm, when applied to the initial design
specification, retrieves solution which also satisfies the constrained
input. In the remainder of this section we explain in detail the key
steps in the watermarking protocols and discuss the efficiency and
security of the IPP approach.
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Figure 3: The protocol for hiding information in solutions for
multi-level logic optimization and technology mapping.

4.1. Completely Defined Gate Ordering
The watermarking process starts by assigning a unique identifica-
tion number ID; to each gate G; from the set G of gates which
are not used as primary outputs. The unique identification number
ID; is selected from the set ID; € ID = {1...N} of N succes-
sive numbers, where N is the cardinality of the set G. We have
two main goals in this step. The first one is to map the network
into a linear array so that cryptographical tools can be directly ap-
plied. The second one is to develop fully and uniquely defined
watermarking procedure in such a way that the degrees of freedom
for potential attackers are maximally reduced.

To disable misinterpretation of this ordering, we propose that
an industry assignment standard has to be established. The net-
work has to be numbered in such a way that any two nodes with

different functionality and functionally and timing equivalent tran-
sitive fan-ins and fan-outs are assigned different IDs. However,
finding whether two nodes are functionally and topologically iden-
tical is a hard problem. Its special case, when all gates perform
equivalent functions, is equivalent to the directed path graph iso-
morphism problem. This problem has been listed as open in terms
of establishing its complexity [Gar79]. There is no known poly-
nomial time algorithm for this problem. Therefore, we propose a
heuristic mapping function, that exploits the node functional and
timing properties, to order the nodes in the network. This function
is explained using the pseudo-code in Figure 4.

Given alogic network G = {G1, ..., G } with aset
I={6L,..,Ix}ofinpusand set O = {Ox,...,Or}
of outputs.
Ordered set M of setsof nodes M = {G — O}
For each Criteria Function C[4],: = 1..8
For each set of nodes M; € M with |[M;| > 1
For each node G; € M;
Compute G;.objective = C[i](G;)
End For
Partition M; into an ordered set of
unordered sets M; p, , ..., M; p,. such that
al Gj € M; p, havethesame P, = G.objective
and P, > Pryg.
Augment the new set of partitions into the initial set
M inthefollowing order ..., M;_1, My 1, ... My g, Mg, ...
End For
End For
For each set of nodes M; € M with |M;| > 1
Randomly partition M; into an ordered set of
unordered sets M; p, , ..., M; p, each of
cardindity equal to 1.
Augment the new set of partitions into the initial set
M inthefollowing order ..., M;_1, My 1, ... M g, Mg, ...
End For
[ Return M |

Figure 4: Proposed function for completely defined node ordering.

The mapping function performs iterative sorting of nodes, not
used as primary outputs, using a list of criteria with distinct priori-
ties. The objective of the ordering function is to partition the logic
network into an ordered set of node subsets such that each subset
contains exactly one node. We propose the following list of eight
criteria for node identification:

e (1. The level LIN; of node G; with respect to the input.
A node G; has a level K if the longest path in the logic
network from any input to G; is of cardinality K.

e (2. The level LOUT; of node G; with respect to the out-
put. A node G; has a level K if the longest reverse path
in the logic network from any output to G; is of cardinality
K.

e (3. Number of nodes in the transitive fan-in of G; at level
K < LIN;. The cardinality of this set of criteria at level
LIN;is LIN; — 1.

o (C4. Number of nodes in the transitive fan-out of G; at level
K < LOUT,;. The cardinality of this set of criteria at level
LOUT; is LOUT; — 1.

e (5. Functionality, fan-in, and fan-out of nodes in the tran-
sitive fan-in of G; at level K < LIN;.

e (6. Functionality, fan-in, and fan-out of nodes in the tran-
sitive fan-out of G; at level K < LOUT;.



e (7. Functionality, fan-in, and fan-out of the fan-in and fan-
out of nodes in the transitive fan-in of G; at level K <
LIN;.

e (8. Functionality, fan-in, and fan-out of the fan-in and fan-
out of nodes in the transitive fan-in of G; at level K <
LOUT;.

An example how nodes are identified using the proposed set of
sorting rules is given in Figure 5. Note that it is unlikely that two
nodes have all parameters identical. This is due to the dependen-
cies and non-symmetry between nodes in logic networks. If two
nodes cannot be distinguished using the proposed set of rules, we
assign random unique identifiers to these nodes and memorize the
assignment for future proof of authorship.

Tfout[3].fanout=1,1 Tfin[2].nodes=1
Tfin[2].nodes=2

Tfin[3].fanin.func=
OR,3AND

fanout=2

Tfout[3].fanout=1,2\

Primary
output
Tfin[3].fanin.func=
3AND
fanout=3
fanout=2
fanout=1
1 2 3 4 5

Figure 5: An example of ordering nodes according to the proposed
set of sorting criteria.

4.2. Watermark Encoding and Embedding

In the next phase of watermarking, from the sorted set M of non-
primary nodes, a subset S € M of cardinality | S| = K is selected.
The selection is pseudo-random and corresponds uniquely to the
designer’s or tool developer’s signature. Next, each node in the
selected subset S is explicitly added to the list of primary outputs
(pseudo-primary output). By performing this step, the watermark-
ing routine enforces nodes from the set S to appear as visible in the
final technology mapping solution or the variables corresponding
to the selected nodes to be computed in the final optimized logic
network.

The node selection is performed in the following way. Since
the node selection step of watermarking is not assumed to be the
computation bottleneck, we use the RSA cryptographically secure
pseudo-random bit-generator [Men97] to generate a sequence of
bits which decides upon node selection. The sequence is keyed
using two secret prime numbers. The keys used to drive the ran-
domization process represent the user signature. The result of this
phase in the protocol is a pseudo-random signature-specific per-
mutation of network nodes. The first K nodes in the resulting per-
mutation are selected and enforced to appear in the final solution
as shown in Figure 3.

4.2.1. Node Selection in Technology Mapping
In the case of technology mapping, the described node selection
phase is the last phase in the protocol. However, it is important to
stress the implications of a specific phenomenon in this problem.

Cong and Ding [Con96a] have identified a class of nodes which
are more likely to appear in the final solution than the remaining
nodes. This class of nodes satisfies the following properties. A
cone Cg rooted at node G is a subnetwork of internal nodes con-
sisting of G and its predecessors such that if node F' € Cg, every
path from F' to G resides entirely in C. The cone C¢ is a fanout-
free cone (FCC) if fanout(Cg) = fanout(G). The maximal
fanout-free cone (MFFC) at G is the largest FFC rooted at G (see
Figure 6). For each node G in the network, there is a unique MFFC
rooted at G. Every network can be partitioned into a set of disjoint
MFFCs uniquely. It has been shown experimentally that MFFC
nodes are more likely to be visible in the final solution [Con96a].

Figure 6: A multi-level logic gate network, its DAG network, and
the fanin network, the maximum tree, and the maximum fanout-
free cone of v.

We have statistically evaluated the impact of this phenomenon
on the strength of the proof of authorship enabled by our approach.
For each instance of the problem, we have explicitly enumerated
the ratio of MFFC nodes in the initial input specification (rin) and
in the final solution (rout). These ratios have been used as a back-
bone for our statistical evaluation method. Namely, we compute
the likelihood of solution coincidence using the following formula:
p = (ZgfyrovtW . (G D)o W where F s the
number of non-primary (including pseudo-primary outputs) gates
in the final solution, T is the total number of non-primary gates in
the initial logic network, and W is the number of gates pseudo-
randomly selected to become pseudo-primary outputs during the
watermarking phase. Note that, in average, in our experimenta-
tions (Section 5), the proof of authorship was actually strenghtened
by using this approach of evaluating the distribution of probabili-
ties for gate visibility in the final solution of LUT-based technol-

ogy mapping.

4.2.2. Constraint Encoding in Multi-Level Logic Minimiza-

tion
In the case of multi-level logic minimization, signature specific
constraints are embedded into the logic network in two phases.
In the first, already described phase, the protocol marks the out-
puts of selected gates as visible by explicitly denoting them as
pseudo-primary outputs. In the second phase, an additional net-
work is augmented into the input. The additional network has as
input variables the pseudo-primary output variables generated in
the previous phase. The network is built according to the user’s
signature. The pseudo-code for building the additional signature
is presented in Figure 7.

The network generation is done by iterating the following pro-
cedure. During the procedure, the sequence of pseudo-random bits
from the previous phase is used to provide a source of undeni-
able determination. Using this sequence, firstly, a gate G from
the available library of gates is selected. Then according to the



pseudo-random sequence of bits, G.fanin pseudo primary out-
puts are selected and used as inputs to the selected gate G. The
output G. fanout is added to the list of pseudo-primary outputs.
This output is subject to selection in the future iterations of this
procedure. This procedure can be infinitely repeated. A possi-
ble termination policy may be established using industry adopted
standards. The standards may enable customizing the influence of
the proof of authorship on the induced overheads. Namely, the ap-
plication of this procedure may result in cumulative run-time and
solution quality overhead.

ILN isaninput logic network.
PPN isanordered set of pseudo primary nodes PP N.
PRS = RSAbitGenerator(key1, key2), where keyl, key2
are the designer or tool developer signature.
ListAddedGates = null
Repeat (Standard.cardinaity_of_added_gates)
Gate G = Sdlect(Library, PRS, Pointer)
AddedGates. Add(G)
ILN.Add(G,G.fanin[Select(PPN,PRS, Pointer)
PPN.Add(G. fanout)
End Repeat
For each gate G € AddedGates
If G.fanout = null
ILN.fanout.Add(G)
End If
End For

Figure 7: Proposed function for watermarking multi-level logic
minimization solutions using network augmentation.

The additionally constrained original input netlist is now fetched
to the optimization algorithm (multi-level logic minimization or
technology mapping), which produces the final solution to the prob-
lem. The final solution is a network of cells (or subfunctions)
which contains solution to the original problem and to the user-
specific augmentation of the original problem. The proof of au-
thorship relies on the difficulty to: modify the input in such a way
that the pseudo primary outputs that correspond to the attacker’s
signature and the modified network that corresponds to the the at-
tacker’s key have a subsolution that is a subsolution to the initial
problem watermarked with the designer’s watermark. To worsen
the attacker’s position, due to the one-way pseudo-random permu-
tations the attacker cannot conclude how the watermark changes
on particular input modification.

4.3. Persistence to Possible Attacks

In order to evaluate the security of the scheme, in the remainder of
the section, we discuss the most effective attack scenarios on the
proposed protocol.

4.3.1. Watermark Deletion
In the first scenario, the attacker may try to modify the output lo-
cally in such a way that the watermark disappears or the proof of
authorship is lowered bellow a predetermined standard. Therefore,
the watermarking scheme has to be such that, to delete the water-
mark and still preserve solution quality, the attacker has to perturb
great deal of the obtained solution. This leads the attacker to a
need for development of a new optimization algorithm.
For example, consider a design that has a total of 100000 gates.
In the final solution S, 10000 nodes are visible (LUT or cell out-
puts) and therefore the average probability, that a node from the
1

initial network is visible in the final solution, is p = 5. If the wa-

termarking strategy results in a pseudo-random selection of 1000

visible vertices, inherently, the average probability that a node, vis-
ible in S, is visible in a solution obtained by some other algorithm
is p. That is, if the challenging algorithm retrieves a solution of
the same quality. The probability expectation P, that some other
algorithm selects exactly the same subset S of nodes in the final
solution, is P = p'° or one in 101°°°, The volume of the Uni-
verse is 1084 e¢m?>. Consider that the attacker aims to reduce the
likelihood of authorship by doing local changes to the design in
order to remove the watermark. To reduce the proof of authorship
to one in a million, the attacker has to alter 851 node from the wa-
termark, i.e. 85.1% of the final solution. To remove the watermark
in such a way that the remaining proof of authorship is P = 0.1,
the attacker has to modify 888 vertices in the watermark or 88.8%
of the entire solution.

4.3.2. The attacker finds his/her watermark in an already wa-

termarked solution
There are two scenarios how the attacker can try to find his or her
signature in an already watermarked solution (Figure 8). The first
one is a top-down approach, where the attacker modifies the input
hoping that the tool will produce an output that contains attacker’s
signature (as well as the author’s signature). Since node permuta-
tion is pseudo-randomized, the likelihood that attacker’s signature
appears in the output is the same as the probability of two different
algorithms retrieving the same solution. Thus, this attack is less
efficient than trying to delete the signature.

The Original
Design
/ Netlist \ Conclude

Specification

A 4 what input corresponds

to the changed output

Change the in such a way that both

input according
to "SOME"

Assignment of an unique 1D

to each gate in the netlist attacker's and author's

signature can be detected

heuristic 4 in the output
Keyed one-way pseudo- Author's ID \
T D random node permutation Secret Key
op-Lown \ 4 Bottom-Up

Adding signature-specific

constraints to the design.
Apply the tool and g

"EXPECT"

a solution with h 4
attacker's and
author's

signature V

Change the
output according
to "SOME"
heuristic

Applying the Synthesis Automation tool.

The Watermarked Optimized Design.

N Ly

Netlist Technology-mapping

Figure 8: A top-down and bottom-up approach to finding at-
tacker’s signature in an already watermaked solution.

In the bottom-up approach the attacker concludes from the
output (or its modification), what is the input that produces out-
put that contains her or his signature. However, in order to produce
such an input (and possibly output), the attacker has to know which
pseudo-random selection of nodes (and augmented network) cor-
responds to a specific input sequence. The attacker may obtain
such information only if the reverse to the one-way function is
known. For RSA-type one-way hash functions such inverses are
not known [Men97].

5. EXPERIMENTAL RESULTS

We demonstrate the effectiveness and quality of the developed IP
protection approach on the problem of technology mapping for the
set of MCNC benchmark and six industrial strength designs. For
LUT-based technology mapping we used the CutMap algorithm
[Con96h].



Tables 1 and 2 show the results obtained when the algorithm
was applied to an original and corresponding watermarked design
from the MCNC benchmark suite and from a set of six available
industry-strength designs. The first four columns in both tables
specify the name of the mapped circuit, the number of primary
outputs in the design specification, the number of gates with out-
puts that are not primary, and the number of LUTSs required to map
the design when CutMap is applied to the original design, respec-
tively. The columns in the remaining three-column subtables quan-
tify the performance overhead and quality of watermarking when
some percentage (specified in the first row) of non-primary nodes
in the original design specification is marked as pseudo-primary.
Within each three-column subtable, the first column presents the
number of LUTs in the final solution, the second quantifies the
overhead with respect to the non-watermarked solution, and fi-
nally, the third column describes the likelihood of coincidence that
some other algorithm will retrieve a solution to both the original
and watermarked (additionally constrained) specification.

Although the designs evaluated on the MCNC benchmark suite
are much smaller than current industrial circuits (recently announced
Xilinx Virtex series of FPGAs implemented using a 0.25 micron
technology are expected to encompass 1,000,000 gates), we have
achieved likelihood of watermarked solution coincidence in aver-
age equal to p < 10712 (cells with dark background and light
font) with average hardware overhead of 4%. In only one out of
twenty marked cases the overhead was larger than 10%. However,
in two cases design watermarking resulted in negative overhead.
Similarly, we obtained p < 10~2% (gray cells with dark font) with
average overhead of 7.6%.

The potential of real applicability of the IPP technique can
be concluded from Table 2. This table contains evaluation of the
watermarking strategy for a set of six industrial designs. The wa-
termarking of large examples resulted in average solution coin-
cidence likelihood of < 10~'7 with average incurred hardware
overhead of 1.17% (cells with dark background and light font).
Knowing the current computing power possibly available in the in-
dustry environment, such protection is way beyond the most strict
requirements. Note that in all cases the run-time of the optimiza-
tion program was within +£5% of the program execution run-time
for the original input.

The evaluation of the developed watermarking technique for
multi-level logic minimization resulted in results similar to tech-
nology mapping. We applied the MIS suite of optimization al-
gorithms [Bra97] to the standard and watermarked set of MCNC
benchmarks. After specifying 1% of non-primary output nodes
to become primary, the MIS suite retrieved in average solutions
with 2% fewer literals. Similarly, after specifying that 2% of non-
rimary output nodes are pseudo-primary, the MIS suite retrieved in
average solutions with 6% more literals. Due to space limitations
we omit presenting detailed desciption of the experimental results
for multi-level logic minimization.

6. CONCLUSION

We have developed the first watermarking-based approach for in-
tellectual property protection of tools and designs in the combina-
tional logic synthesis domain. The watermark, a set of constraints
which correspond to the designer’s and/or tool developer’s signa-
ture, are added to the original design specification in a synthesis
preprocessing step. After the synthesis tool retrieves a solution
to the optimization problem, the added constraints are satisfied in
addition to the original set of design constraints. This property is

used to prove authorship in court.

We have presented a set of protocols for effective design wa-
termarking at the multi-level logic minimization and technology
mapping level. As one of the key novelties, we have identified the
importance of standardizing the interpretation of the input for dis-
ambiguous signature (constraint) augmentation and detection. We
demonstrated that the embedded watermarks are: hard to delete
and hard to find in an arbitrary solution. We have applied our ap-
proach to the problem of technology mapping for LUT-based FP-
GAs using a set of benchmark designs. With as low average hard-
ware overhead as 1.17%, we have achieved average likelihood of
design coincidence smaller than 10~ 147 for a standard industrial
benchmark suite of average size of 26,000 gates.
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Table 1. Watermarking

LUT-based technology
mapping solutions for the
MCNC benchmark suite.
Columns present,
351 16.23%  1.32E-27 respectively: name of the
341 18.82%  2.97E-34 | circuit, number of primary
311 28.51% 3.43E-42 outputs, number of non-
415 25.76% 2.20E-42 primary gates in the
337 26.69% 2.96E-44 | project description, and
the solution quality
497 -3.87% 2.82E-35 | (number of LUTs) when
475 24.35% 3.15E-55 [algorithm CutMap [Con96]
500 8.66% 6.67E-47 | is applied to the original
673 19.54% 3.99e-59 | design. Next, there are
622 35.22% 3.21E-85 seven subtables for
680 30.77% 1.94E-84 differept percentage of
1001 45.07% 4.78E-135 gates belnglconstralned as
pseudo-primary outputs.
Each three-column
subtable contains a

column describing the

number of LUTs in the
2% watermarked solution, the

hardware overhead with
respect to the non-
12424 2.75%  2.08E-268 | watermarked solution, and
10237 4.19% 1.48E-330 the likelihood that some
other algorithm retrieves a
solution, which also
19998 3.41% 1.63E-479| contains the embedded
watermark.

Table 2. Watermarking LUT-based technology mapping
solutions for a set of one small and five industrial designs.
First four columns correspond to the columns in Table 1.
Next, there are five subtables with structure identical to
the subtables in Tablel.

We guarantee only the order of magnitude for numbers smaller than 2.07E-268.
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